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Certificate ::= SIGNED SEQUENCE {
version Version,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity
subject Name,
subjectPublicKeyInfo SubjectPublicKeylnfo,
issuerUniquelD [1] IMPLICIT Unigueldentifier OPTIONAL,
subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions OPTIONAL}

Validity ::= SEQUENCE {
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SignedData ::=SEQUENCE {
version Version,
digestAlgorithms DigestAigorithmldentifiers,
contentinfo Contentinfo,
certificates [0] IMPLICIT ExtendedCertificatesAndCertificates
OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos}
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EnvelopedData ::= SEQUENCE {
version Version,
recipientinfos Recipientinfos,
encryptedContentinfo EncryptedContentinfo }

EncryptedContentinfo ::= SEQUENCE {
conteniType ContentType,
contentEncryptionAlgorithm
ContentEncryptionAlgorithmidentifier,
encryptedCoentent [0] IMPLICIT EncryptedContent
OPTICNAL}

EncryptedContent ::= OCTET STRING

Recipientinfo ::= SEQUENCE {
version Version,
issuerandSerialNumber IssuerandSerialNumber,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

EncryptedKey 1= OCTET STRING
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|| = Concatenation E = Encryption (RSA)
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